Assistant Director (Technology & Operations)

As the Assistant Director of Technology & Operations, you will provide strategic and operational leadership across IT service delivery, cyber security, infrastructure, and enterprise applications. 
You will ensure that whg’s technology foundations are robust, resilient, secure, and aligned to business goals. Working in close partnership with the Assistant Director (Digital & Product), you will connect innovation and product delivery with operational excellence to deliver reliable services for colleagues and customers.
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What are my key responsibilities?
Strategic & Operational Leadership
· Lead the development and implementation of whg’s Technology & Operations initiatives, ensuring the availability, resilience, performance and security of core technology services.
· Act as deputy to the Director of Digital, Data & Technology on matters related to technology operations and service continuity.
· Define and monitor KPIs/SLAs for service quality, reliability, security posture and cost-effectiveness, report performance to executive stakeholders and audit committees.
· Align operational roadmaps with digital product and data strategies through tight collaboration with the Assistant Director (Digital & Product).
Infrastructure and Cloud
· Own the strategy and delivery of infrastructure and platform services, including cloud (Azure/AWS), on‑prem, network, identity, storage, backup and endpoint management.
· Ensure environments are secure, scalable, performant and cost‑optimised; champion automation, self‑service and infrastructure‑as‑code.
· Oversee lifecycle management, capacity planning, patching and disaster recovery/business continuity arrangements.
· Line manage and develop the Technical Solutions Manager, ensuring modern engineering standards, design coherence, and technical solutions that are scalable, secure, and aligned to whg’s architecture principles.
Cyber and Information Security
· Own operational cyber security, ensuring a robust and proactive security posture aligned to ISO 27001, Cyber Essentials Plus, GDPR and relevant legislation.
· Lead vulnerability and threat management, security operations/monitoring, incident response and lessons‑learned improvement cycles.
· Embed secure‑by‑design and privacy‑by‑design practices across Technology & Operations in partnership with Digital & Product and Data Governance teams.
· Line manage and develop the IT Security Manager, ensuring a proactive security culture, consistent risk management, and continual improvement in cyber resilience and awareness across whg.
Service Delivery and ITSM
· Own the end‑to‑end IT Service Management (ITSM) capability, embedding ITIL practices for incident, request, problem, change, release and asset management.
· Ensure seamless day‑to‑day operations, major incident management and continual improvement, using data and service analytics to drive decisions.
· Lead the Applications & Operations function to integrate applications into robust support models and transition services smoothly into live.
· Line manage and develop the IT Service Delivery & Commercial Manager ensuring consistent service quality and efficient financial management.
Enterprise Applications – Architecture and Support
· Own enterprise applications architecture and application support across core business platforms (e.g., housing management, finance, HR, etc.).
· Set and govern application standards, integration patterns and interoperability principles in alignment with enterprise architecture and security policies.
· Establish and run roadmaps for application modernisation, rationalisation and upgrades; ensure vendor and licensing optimisation.
· Line manage and develop the Enterprise Applications Manager ensuring consistent service quality and knowledge management.
Governance, Contracts and Budget
· Manage relevant budgets; forecast, control costs and ensure value for money from suppliers and platforms.
· Lead supplier management, contract lifecycle, licensing compliance and performance reviews; negotiate to secure value and risk mitigation.
· Lead responses to internal/external audits; ensure compliance with governance, risk and regulatory requirements including resilience and data protection.
People, Culture and Leadership
· Lead and develop high‑performing multidisciplinary teams through clear direction, coaching and capability building.
· Foster an inclusive, safety‑minded and customer‑focused culture of ownership, improvement and delivery across Technology & Operations.
· Champion cross‑team collaboration and a One Team mindset across DDaT and the wider organisation.
											
Relationships

You will report to the Director of Digital, Data & Technology and hold line management and development responsibility for colleagues within Technology & Operations, including the Enterprise Applications Manager, Technology Solutions Manager, IT Security Manager and the IT Service Delivery & Commercial Manager. 
You will work closely with the Assistant Director (Digital & Product) to ensure cohesion between digital innovation, product delivery and operational stability. 
You will collaborate with external suppliers, partners and peer organisations to share best practice and secure value for whg and its customers.
							
Role Requirements
Qualifications
· Degree in a technology or related field, or equivalent experience.
· Professional certifications (desirable): ITIL 4, Azure/AWS, PRINCE2/Agile delivery, CISSP/CISM or equivalent.

Essential Experience & Knowledge
· Proven leadership experience across infrastructure, cyber security, IT service operations and enterprise applications in a complex environment.
· Track record of establishing and improving ITIL‑aligned service delivery and major incident/problem/change practices.
· Deep knowledge of Microsoft technologies (Azure, Entra ID/AD, M365), enterprise networking, endpoint management and platform engineering.
· Experience owning enterprise applications architecture, application support models and systems integration patterns.
· Demonstrable experience managing operational budgets, suppliers, multi‑year roadmaps and licensing optimisation.
· Experience delivering infrastructure change and security enhancements while maintaining service stability and compliance.
· Knowledge of security frameworks and certifications (e.g., ISO 27001, Cyber Essentials Plus) and compliance requirements (e.g., GDPR).
Skills & Qualities
· Excellent leadership, influencing and stakeholder management skills, including Board‑level engagement.
· Ability to think strategically and translate vision into delivery plans and measurable operational outcomes.
· Skilled in coaching, talent development and managing high‑performing multi‑disciplinary teams.
· Calm and decisive during incidents; strong communicator who provides clear, audience‑appropriate updates.
· Experienced in using data, monitoring and analytics to optimise performance, improve user experience and drive continual improvement.
· Able to translate complex technical strategies into clear narratives for technical and non‑technical audiences.
· Committed to delivering secure, reliable IT services that support excellent customer outcomes and enhance frontline capability.

						_______________________
whg’s Values and Behaviours

At whg we have an ambitious aim to be an exceptional place to work that attracts, develop and retains talent. We recognise that our success as a business depends largely on the quality and commitment of our colleagues; our values set out in our 2030 plan identify the behaviours that we expect all colleagues to display at whg.
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	Trustworthy
You can rely on us. We are honest in everything we do.
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	Accountable
Taking responsibility for our actions and owning the delivery of our promises.
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Excellent
Striving to be the best and delivering the best outcomes for customers and the organisation.
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Respectful
Valuing people and treating everyone with empathy and fairness.
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Collaborative
Achieving great things by working together.




Please note that this job description is not part of a Contract of Employment nor can it be exhaustive. It is a guide to the tasks and responsibilities envisaged for the post and, as such, will change and evolve to reflect the changing needs of whg
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